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What’s 
the 

RISK?

Prospective
Probability X Consequence

• to assess the probability of a (similar) event 
occurring

• to assess the potential needs for medical 
countermeasures

• to identify the data gaps for future R&D 
budgets

What’s the RISK question?
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Retrospective
Pathogenicity X Exposure

budgets

• to identify the population exposed for 
medical treatment

• to quantify the extent of contamination for 
remediation

Probability depends on:
Availability of agent
Outbreak history
Capability of adversary
P i

Consequence depends on:
Toxicity of agent
Amount of agent
Contagiousness
I i f

Prospective
Probability X Consequence  = RISK
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Ingestion
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Inhalation

Dermal

Estimation of
Exposure

Object to Person

Water to Person

Aerosol to Person

Food to Person

Person to Animal

Concentration?
Time of Release?
Duration of Release?
Environmental Stability?

pH

O2

Salt

Soil

Water

What is the natural habitat of the microbe?

What other habitats can the microbe survive? 

Exposure Exposure Pathway AnalysisPathway Analysis

ENVIRONMENTAL FACTORS
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Temperature

Porous materials

Non-porous materials

Sludge

Aerosol

Relative Humidity
Route of entry into host ?

Vectors

How would the gain or loss of genetic
elements affect survival?

Reservoirs

EXPOSURE

Probability X Consequence Pathogenicity X Exposure
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EXPOSURE
to a

PATHOGEN

Virulence factors
Agent Preparation

Transmissible
Viable

What makes a biological agent pathogenic?
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dose 
exposure pathway 
host immune status

Other Factors:



• Antigenic variation
• Molecular mimicry
• Evasion of host-derived antimicrobial peptides
• Intracellular residence
• Resistance to NO-related antibacterial activity

Evasion of host defenses

Toxins

Antibiotic 
resistance

• Exotoxins
• Endotoxins
• Cytotoxins

Capsule

Biofilm

Type III secretion systems

VIRULENCE FACTORS
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Adhesins
• pili
• fimbriae

Quorum sensing

Horizontal gene transfer

Iron acquisition

Cytokine induction

Acid tolerance

Osmoadaptation

Outer surface membrane proteins

Motility and chemotaxis

Secretory IgA proteases

Natural origin

Laboratory culture

AGENT PREPARATION

Office of Research and Development
National Homeland Security Research Center 19

Genetically modified

• Different strains of agents 
• Difficulty in detection

Diff t i

Additional Complexities:
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• Different exposure scenarios
• Different host suseptibilities
• Different health effects 
• Different presentation of symptoms

Complex Interplay between 
Pathogen-Host-Environment

Office of Research and Development
National Homeland Security Research Center 21

•• What do we know?What do we know?
•• What information can we use?What information can we use?
•• What are the research gaps?What are the research gaps?
•• What are the uncertainties?What are the uncertainties?

Microbial Risk Assessment
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•• What are the uncertainties?What are the uncertainties?
•• How do we proceed?How do we proceed?


